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Request for Information 
 

Issue Date: December 3, 2019 
Responses Due: December 13, 2019 

 

Subject:    Request for Information for a software solution to monitor the National Bank of 

Moldova shareholders’ transparency and offsite analysis of AML and TF 

To All Prospective Offerors: 

International Development Group Advisory Services, LLC (“International Development Group LLC” 

or “IDG”), an international development group located in the Washington D.C. area, is the 

implementer of the USAID Moldova Financial Sector Transparency Activity. Our company has been 

contracted by the United States Agency for International Development (USAID) to assist the National 

Bank of Moldova in the procurement of a software solution to monitor the National Bank of 

Moldova’s shareholder’s transparency and offsite analysis of anti-money laundering and terrorism 

financing (AML/TF), associated implementation services and warranty services (maintenance and 

support services.)  

This is a request for information (RFI) that is intended to receive comments and/or suggestions from 

interested vendors on the draft terms of reference and the list of questions listed at the end of the RFI. 

Responses should be submitted in a Microsoft Word or PDF document. IDG is also requesting that 

firms submit an initial budget or projected cost. For costs, please submit estimated costs with an 

accompanying budget narrative describing each budget line item. The information collected through 

this RFI will assist in refining the procurement document and identifying budget allocations.   

This is an RFI and not a Request for Proposals (RFP). Please do not prepare a proposal in response 

to this RFI as the terms of reference are not finalized. Responses will strictly be held confidential. 

Not responding to this RFI does not preclude participation in any future RFP, if issued in the future. 

In January 2019, IDG intends to issue the RFP which will require a formal technical and cost proposal 

submission. This procurement will be conducted through a full and open competition process under 

which any type of organization is eligible to compete. 

RFI responses must be submitted no later than 5pm EST on December 13, 2019. These submissions 

must be made by email only to procurement@internationaldevelopmentgroup.com. In the subject 

line, please reference: RFI – NBM Software Solution.  

Issuance of this RFI and the submittal of a response do not constitute a commitment on the part of 

IDG to make an award; neither does it constitute an obligation for any costs incurred in the preparation 

and submission of a response. 

Thank you for your interest in working with IDG, the National Bank of Moldova, and USAID. 

Sincerely, 

IDG Procurement Team

mailto:procurement@internationaldevelopmentgroup.com
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A. INTRODUCTION AND BACKGROUND 

1. General information about National Bank of Moldova 

1.1 The National Bank of Moldova (NBM) is the central bank of the Republic of Moldova 

regulated by Law no. 548-XIII on the National Bank of Moldova, adopted by the 

Parliament of the Republic of Moldova on July 21, 1995. NBM is an autonomous public 

legal entity and is responsible to the Parliament of the Republic of Moldova. 

2. The functions of the NBM  

2.1 As a central bank, the NBM performs various activities similar to most central banks.  

These activities include but are not limited to:  
a. To establish and implement the state monetary and foreign exchange policy 

b. To act as banker and agent of the state;  

c. To conduct economic and monetary analysis and, to submit proposals to the 

Government and to publish the results of such analysis;  

d. To license, supervise and regulate the activity of financial institutions and 

branches of foreign banks;  

e. To perform foreign exchange regulation on the territory of the Republic of 

Moldova; 

f. To license, regulate and supervise the activity of providing payment services and 

the issuance of electronic currency. 

3. Project overview  

3.1 To meet international standards and practices, the NBM, as the supervisory authority, aims 

to promote a strong and competitive financial system with low risk. The Moldovan 

banking sector is subject to a wide range of risks including:  credit risk, operational, 

transparency risk, ML/FT risks, etc. Accordingly, a prerequisite for financial stability of 

each individual licensed banks and the entire banking sector is the continuous monitoring 

by the NBM of the main risks to which they are exposed. 

3.2 In order to significantly improve risk monitoring capabilities, the NBM established a 

Central Risk Monitoring System (CRMS), which is aimed to ensure early identification 

of risks and potential frauds that may degenerate into significant losses for banks, with an 

impact on the entire banking system, affecting its stability. 

3.3 The purpose of this RFI is to gather information about software solutions that will support 

NBM in monitoring bank’s shareholders’ transparency and offsite analysis of anti-money 

laundering and terrorism financing. The implementation of this solution is to complete the 

process for establishment of the CRMS, as other stages have been achieved (Credit Risk 

Register and Solution for optimizing the licensing and authorizing process are 

implemented).  
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3.4 The existence of such a platform will ensure that the corrective actions undertaken by the 

NBM will be based on a process of analytical and interpretative investigation that will use 

a variety of procedures and techniques to form an opinion on the exposure risk of a bank 

may be acquired. 

3.5 At the same time, the NBM needs to continuously monitor the shareholders’ transparency 

and ML/FT risks via the software for monitoring banks’ shareholders and offsite analysis 

of AML/FT - a component of the CRMS. The information provided by the software for 

monitoring banks’ shareholders (“the Software Solution”) will enable NBM to assess and 

monitor continuously the bank’s shareholders at the system level and group of banks both 

on-site and off-site, as well as risks of ML/FT. This in turn will create opportunities for 

optimizing and strengthening prudential regulation of banking supervision in a macro-

prudential supervision framework of the shareholders’ transparency and related party 

activity of banks. It will also help reduce pressure on licensed banks during on-site 

inspections, by reducing the volume of information required as a result of reusing those 

from the information system of the NBM, and will help reduce the time required for data 

collection and analyses. 

3.6 It is very important to mention that NBM does not intend to overlap either with (i) 

transaction monitoring rules applied by each bank on the Moldovan market nor (ii) 

authority and responsibility of the Office for the Prevention and Fighting against Money 

Laundering (the Republic of Moldova’s Financial Intelligence Unit, “FIU”), which 

analyses suspicious transaction reports (“STRs”) and suspicious activity reports (“SARs”) 

received from the range of obliged entities including financial institutions. Individual 

banks on the Moldovan market monitor the activities of their clients and report 

SARs/STRs to the Moldovan FIU.  

3.7 We would also like to highlight the difference between the goals of an AML software of 

commercial banks that is primarily focusing on a single customer transactions in order to 

stop such transaction and perform subsequent investigation of related clients or transaction 

parties. The AML solution for the NBM needs to focus not on single (customer’s) 

transactions, but rather on the whole chain of the transactions conducted in the banking 

sector as well as on actions of individuals using more advanced ML/FT schemas involving 

transactions in number of banks that may not be suspicious when reviewed independently. 

At the same time, the IT solution shall identify the patterns and typologies of transactions 

derived from the relation between commercial banks and their customers that pose a high 

risk of money laundering and terrorism financing. 

3.8 The purchase and implementation of the Software Solution to improve the efficiency of 

the monitoring process of shareholders' transparency and AML/FT risks shall ensure the 

achievement of the following high level objectives: 

a. Register and process information and data on direct and indirect holders of shares 

in the capital of banks and on beneficiary owners of such shareholders; 

b. Monitor transactions for the purpose of shareholders’ transparency and 

AML/CFT; 
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c. Allow prompt verification of any suspicions related to direct and indirect holders, 

beneficiary owners of shareholdings in the capital of banks or ML/FT transactions; 

d. Provide the possibility to create an overall clear and accurate image of the risks 

related to ownership structure of banks and AML/CFT; 

e. Ensure digitalization and transformation of the information handled within these 

processes, so that to maximize its value in decision-making processes;   

f. Provide NBM users with a modern, transparent, efficient, flexible, measurable, 

maintainable and lasting instrument intended to facilitate the accomplishment of 

main tasks by increasing the level of process automation;    

g. Increase the capacities of re-using the information in the context of other processes 

inter-correlated with those in the project; 

h. Align to the best practices in the management of monitoring processes of 

shareholders' transparency and AML/CFT risks; 
i. Provide the possibility to promptly identify the transactions or activities of the 

banks and their customers that pose a high risk of ML/FT; 

j. Monitor and identify risks related to payment flows both for local, international 

and cash transactions; 

k. Identify the banks that perform high risky transactions with non-transparent 

jurisdictions, etc. 

3.9 The Software Solution shall represent a system that monitors and processes information 

and data on the transactions of  the direct and indirect shareholders as well as any related 

party to these shareholders concerning ML/FT suspicious transactions. In order to achieve 

this goal, NBM plans to identify and implement proven software solutions based on the 

latest technologies (e.g. Big Data, Business Intelligence, Network analysis, Machine 

Learning, Artificial Intelligence etc.) 

3.10 At the same time, the Software Solution shall allow the NBM to improve significantly its 

capabilities to identify the risks associated with ML/FT and bank’s shareholders 

transparency (determine the concerted activity of shareholders and undeclared groups, 

identify real beneficial owners of banks, monitor financial flows and identify suspicious 

patterns and behaviors). 

3.11 It should be mentioned that the accumulation of information on banks’ ownership 

structure and its proper management will create favorable conditions for the monitoring 

of any changes in the ownership structure of shareholders in order to know all direct 

holders of shareholdings up to the beneficiary owners’ level and to ensure the transparency 

of ownership.  

3.12 At the same time, in order to obtain maximum efficiency within the process of analysis of 

transactions with banks’ shares and transactions of banks’ shareholders, as well as ML/FT 

risks assessment, the software solution shall provide different instruments, techniques and 

methods to: manage false positive alerts, verify the accuracy and completeness of data and 

information, monitor of compliance with existing requirements, priorities the measures 

needed to be taken by the NBM, etc. 
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3.13 At the same time, one of most important objective of the Software Solution is to facilitate 

the implementation of the risk based approach in supervision. 

3.14 The activities related to the implementation of the project shall take place within the NBM 

headquarters, except for those that do not require the NBM team to be physically present 

and may be conducted remotely, without affecting the result. 
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B. SUPPORTING INFORMATION  

4. Business architecture (Units and Processes Descriptions) 

The following section describes a background for understanding the goals of the Shareholders 

Transparency Unit (the Unit) and AML Division (the Division), their responsibilities and major 

processes that should be supported by the Software Solution.  

4.1 The Shareholders Transparency Unit  

4.1.1 The Shareholders Transparency Unit of the NBM (the Unit) was established to ensure 

sound and prudent management of the banks’ shareholders’ transparency. The Unit is the 

part of Offsite Supervision and Shareholders Monitoring Division within Banking 

Supervision Department.   

4.1.2 The main responsibility of the Unit is to monitor banks shareholders by analyzing reports 

and information regarding shareholders, ultimate beneficial owners (UBO) and groups of 

shareholders acting in concert related to a commercial bank. In case of misreporting, 

suspicious behavior of shareholders, non-disclosures of true UBO or groups acting in 

concert, or any other breach of law, the Unit informs the NBM Board about the necessary 

legal actions to ensure high transparency of the bank structure. To achieve this, the Unit 

analyses reports submitted by banks, information submitted by shareholders, information 

from other state institutions and any other relevant information. Currently, most of its 

investigations focus on indications that two or more shareholders of the same bank may 

be acting in concert without the permission of the NBM and acting in a way that represents 

a potential breach (undisclosed) of legislation. 

4.1.3 The Unit maintains information in paper form (electronically reports have a shorter history 

begining in year 2000 with limited information) about all existing or historical 

shareholders and to other information about shareholder not (or not yet) approved by the 

Licensing and Authorization Department. This data is used to initiate the investigative 

process and as the basis for the Unit. 

4.1.4 The chart below represents a high-level overview of the investigation process of the Unit. 

It consists of three main logical components, (1) initiating the investigation, (2) the 

analysis and investigation itself and (3) documentation of the findings. Each part of the 

process is described in more details with examples of the main tasks. 
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4.1.5 The investigation process, can be initiated in number of ways. Most of the reviews are 

currently being initiated by a yearly plan of tasks of the Unit or by planned on-site 

inspections of the banks. In addition, an investigation may be launched on ad-hoc basis 

for both existing shareholders and/or proposed acquirers. These triggers vary and can be 

divided into internal and external based on the source of the information.  

 

4.1.6 Once the case is open, the Unit starts the analysis process itself. While performing the 

review, the examiners follow established set of steps. 

 

4.1.7 The investigation process starts with a request for information from shareholders and/or 

bank. This is done by sending physical mail to a shareholder and its representatives with 

a predefined list of questions. Answers will be inserted into the CRM (Client Relationship 

Management system)  of the NBM. Some answers are entered into an electronic form (i.e. 

structured format) but certain portion of requested information is in the form of various 

documents (e.g. official confirmations) which will be attached as word/scanned 

documents (i.e. unstructured format).  

 

4.1.8 Shareholders are obliged by law to disclose the requested information. If the answers are 

not provided, the NBM may impose penalties for not providing the information.  

 

Chart 1 Shareholders Transparency Unit - investigation process flow 
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4.1.9 In parallel, a physical mail request for information is sent to other governmental bodies 

and law enforcement authorities. Members of the Unit also perform searches within 

publicly available sources or paid databases to collect relevant supporting documentation 

needed for the analysis.  

4.1.10 Once answers are received from the bank and shareholder (or governmental bodies) the 

analytical work starts. This usually covers among others the following actions:  

a. Verification of consistency of answers provided by the shareholder by comparing 

with information obtained from other sources; 

b. Performing network analysis of the shareholder in order to understand the links to 

other shareholders, companies and individuals. This includes ownership of 

companies, employment links or membership in statutory bodies of companies, 

presence on a sanction or other lists, payment links, physical movements through 

borders, representation by the same person in a shareholder meeting, etc. The 

network analysis is usually expanded to more levels to also see links to other 

people or entities and includes historical information if available; 

c. Identification of possible hidden connections between shareholders who might be 

acting in concert without declaring it; 

d. Searching within commercial registers, sanction/blacklists, Credit Risk Register, 

Central Securities Depository, payment data, open source data, Land Register, tax 

reports as available; 

e. Previous involvement in investigations/penalties searches. 

4.1.11 If needed, ad-hoc on-site visits to the bank with detailed inspections can be performed.  

4.1.12 Once the analysis is finished, the Unit has to prepare a report with all findings. The report 

is currently written maually and contains a description of all the relevant information 

identified during the investigation. The document doesn’t contain the supporting source 

evidence collected such as print screens, original mail letters, information provided by 

other authorities etc. The evidence is stored in separate files on a shared drive.  

4.1.13 The final report is reviewed and approved by the head of the Unit, head of division and 

head of the department and sent to the Legal Department for further review. Legal 

Department provides their comments if any additional evidence or documentation is 

needed. Once these deficiencies are addressed, the report is sent to the Executive Board 

of NBM for approval and final decision about potential sanctions and penalties.  

4.1.14 Shareholders have and often use the right to appeal an NBM decision. During court 

hearings, the NBM uses all evidence and documentation prepared during investigation. 

4.1.15 The documentation phase of investigations is extremely important but at the same time is 

time consuming. Therefore, it is expected that the Software Solution will support even 

this part of the process, for instance: 

a. Facilitate preparation of a report – e.g. populate information from analytical parts 

to a predefined template; 



  
 

9 
 

b. Store the supporting evidence related to the case and allow for the creation of a 

package which could be used in a court proceeding; 

c. Possibility to define various roles with different access rights: e.g. searching, 

analysis, approval, allow access to users from other units; 

d. Full audit trail functionality. 

4.1.16 The Unit is reporting number of statistical information about its performance and results 

of investigations. Therefore, the Software Solution should be able to facilitate this and 

provide an effective statistical overview, including visualization (expected ~30 reports). 

4.1.17 For the successful monitoring and reviewing of shareholders and banks, the NBM set up 

a risk rating. This score will be used by the Unit in the planning and in various other stages 

of the investigation, as well as for the general score of the bank in Supervisory Review 

and Evaluation Process (SREP) risk rating.  

4.1.18 The risk rating will also be one of the factors affecting the scoring of the alerts and their 

triggering. It should also be considered during the prioritization of case allocation, part of 

the final decision of a specific shareholder’s transparency, etc. While most factors 

contributing to the risk rating are quantitative, others are qualitative, for instance a bank’s 

reputation. This makes it necessary to set weights of each factor. The Software Solution 

should have several methods of identification of risk ratings, at the shareholder and bank 

level, automatically calculated and manually updated.  

4.1.19 The following factors can be used as core risk factors for the purposes of Bank Risk 

Rating. The list represents some examples based on existing knowledge of the banking 

sector:  

a. Jurisdiction of shareholders/beneficial owners 

b. Number of shareholders holding less than 1% of shares 

c. Jurisdiction of the parent company 

d. Total number of shareholders 

e. Frequency of changes in the structure of the shareholders 

f. Frequency of participation in shareholders’ Meetings 

g. Number of shareholders represented by proxy holder Approval or disapproval by 

the NBM of Board members submitted by shareholder 

h. Beneficial owners of shareholders  

i. Exposure of bank to shareholders loans issued to shareholders or their affiliates 

j. Reputation of the bank 

4.1.20 The Bank Risk Rating is also one of the input values for the risk scoring of a shareholder. 

4.2 AML Division  

4.2.1 The AML Unit was established within the NBM eight years ago to manage the risk of 

money laundering not just related to a particular bank but instead to the whole Moldovan 

banking sector. As of February 1, 2017, a new structure of the NBM was approved and 

the AML Unit was transformed into a separate Division (AML Division) having the same 
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responsibilities to monitor the banking sector (and other entities supervised by the NBM) 

with regard to compliance with the provisions of the legislation in force in the field. The 

Division has the aim to perform the necessary activities in order to ensure an efficient 

AML/CFT system in the banks and other institutions supervised by NBM. In this respect, 

the AML Division has the following objectives:  

a. to consolidate the AML/CFT system in the banks and other supervised institutions in 

order not to allow the use of supervised institutions intentionally or not in 

illicit/criminal activities;  

b. facilitating national and international cooperation in the field in order to foster the 

development of an effective AML/CFT system; and  

c. Identification and assessment of ML/FT risks, as well as, the development of proper 

tools in order to minimize the identified risks. A specialized software solution is 

expected to be implemented to facilitate these efforts.  

4.2.2 The chart below represents a high-level overview of the investigation process of the Unit. 

The process is divided into the tasks that are performed offsite (i.e. the team performs 

analysis, investigations and preparation work using the data and information available in 

the NBM) and onsite when members of the AML Division visit the particular bank and 

perform deeper investigation steps. 

Chart 2: AML Division Process 

4.2.3 There are two different ways of initiating an inspection within a bank:  

Initiation Inspection Documentation & 
Outputs

AML Division Process

Evidence 
storage

 Planned inspections

Thematic reviews

Software alerts

Other departments 

Other external sources

Report

Analysis of KYC files

Analysis of policies and 
procedures

Analysis of register of 
open/closed accounts

Analysis of 
transactional data

Sampling SWIFTs

Sampling SEPAs

Sampling register of 
open/closed accounts

Sampling cash reports

Sample 
preparation

Onsite 
inspection

Analysis
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a. Planned complex inspections in cooperation with the Banking Supervision 

Department; and  

b. Ad-hoc thematic reviews focusing on specific severe issue identified during 

initiation and preparation phases or at another authority request.  

4.2.4 The thematic reviews are currently triggered by important information coming from: 

a. Findings from planned inspections in other banks or results of previous 

inspections; 

b. Offsite analysis of payment data (cash, local and international); 

c. Other departments as a result of their reviews and investigations (e.g. Shareholders 

Transparency Unit, Banking Supervision Department); 

d. Adverse media; 

e. Other domestic and international authorities’ requests and information. 

 

4.2.5 Each inspection consists of two main parts: the  preparation work and actual on-site 

inspection. 

4.2.6 The preparation phase is performed offsite and covers number of analytical tasks in 

relation to the inspected bank. This usually covers among others the following actions:  

a. Analysis of international payments (SWIFT messages), domestic payments, cash 

reports, report on purchase and sale operations of foreign currency performed by 

licensed banks; 

b. Analysis of register of open and closed accounts, including correspondent 

accounts; 

c. Search of high risk customers within commercial registers, sanction/black lists, 

PEPs list, Credit Risk Register etc.; 

d. Analysis of bank’s activity with high risk countries or customers; 

e. Performing network analysis for identified suspicious transactions/clients; 

f. Negative media search; 

g. The analysis of previous inspections, findings and potential penalties imposed. 

 

4.2.7 During the preparation phase, the AML Division creates a samples of relevant data 

(transactions, client names, bank shareholders or employees etc.) which are sent to the 

bank under review in order to receive additional documentation during onsite visits. The 

areas of interest are large scale transactions, blacklisted entities/countries/individuals, 

PEPs transactions or other high risk clients’ transactions, significant outflows of foreign 

currency outside of Moldova, compliance with the normative acts in the field, 

development of the internal control system, etc.  

4.2.8 The on-site inspection focuses on number of predefined topics where the practical aspects 

of different AML/CTF areas of the bank are tested, for instance: 

a. Review of the detailed documentation prepared for the sample of transactions and 

customers; 
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b. Assessment of existing policies and procedures for Know Your Customer (KYC) 

and their alignment with current regulations;  

c. Asses the internal control system in the field; 

d. Review of Enhanced Due Diligence rules and practical applications; 

e. Assessment of the process of identification of Ultimate Beneficial Ownership of 

customers; 

f. Evaluation of transaction monitoring policies and procedures existing in the bank, 

testing results of the transaction monitoring activities conducted at the bank; etc. 

 

4.2.9 Every step of the onsite inspection is documented and supporting evidence is gathered.  

4.2.10 Once the on-site part of the inspection is finished, members of the AML Division start 

preparing a summary report containing all the findings and recommendations. The report 

is reviewed and approved by the head of Division and becomes a part of a broader report 

covering the whole scope of the onsite inspection and presented for approval to the NBM’s 

Executive Board.  

4.2.11 The documentation phase of investigations is extremely important but at the same time 

very time consuming. Therefore, it is expected that the Software Solution will support 

even this part of the process, for instance:  

a. Facilitate preparation of a report – e.g. populate information from analytical parts 

to a predefined template; 

b. Facilitate preparation of diagrams, charts and other statistical tables; 

c. Store the supporting evidence related to the case and allow creation of a package 

which could be send to FIU or other authorities or used in court proceedings; 

d. Possibility to define various roles with different access rights: e.g. analyst, 

approver, Legal approver, Board approver; 

e. Allow access by users from other units; 

f. All final report should be searchable for future purposes; 

g. Full audit trail functionality. 

 

4.2.12 It is expected that the Software Solution provides various types of reports, dashboards and 

visualizations. The reporting functionality shall cover operational metrics of the AML 

Division but also set of reports displaying trends and patterns in money flows which could 

support the investigative function.  

4.2.13 Operational metrics and dashboards information about banks and Moldovan market is 

expected to state both current and historical view, with daily/monthly/quarterly/yearly 

statistics and trends. 

4.3 Other Users   

4.3.1 The Unit has on-going cooperation with other units within the Banking Supervision 

Department and other units of NBM.  
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4.3.2 Cooperation with Licensing and Authorization Department is two way. During the 

acceptance process of a new shareholder, the Licensing and Authorization Department 

may request support from the Unit in order to obtain further information about the 

potentially suspicious shareholder. Alternatively, the Unit requests data from the 

Licensing and authorization department during their own investigation. They have access 

to historical data and the shareholder’s on boarding documentation.  

4.3.3 The Unit is involved in on-site inspections of the banks as well. The Unit members can 

participate in planned on-site reviews with the On-site Supervision Division to check a 

bank’s compliance with regulations regarding its shareholders, as well as initiate their 

own on-site review for the purposes of an investigation. Sometimes, information obtained 

about a specific shareholder, and its links with other companies is used by On-site 

Supervision in a bank’s related parties lending review.  

4.3.4 The Unit might request additional information from various departments of NBM. For 

instance, from Department of payment systems, Cash Operations Division or Department 

of Reporting and Statistics, etc.  
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C. Key architectural and functional requirements for the Software 

Solution  

• The Software Solution should support the desired business processes. It should empower 

the Shareholders Transparency Unit and AML Division with the corresponding functional 

areas that represent groups of requirements.  

• We split the key functional requirements into five categories according to the stage to 

which they relate within the Shareholders Transparency Unit investigation process and 

AML onsite inspection process: (1) data connectivity, (2) detection and analytical module, 

(3) case management, (4) reporting and (5) administration. The chart below presents a high-

level overview of the key components of the processes mapped to the functional areas of 

the required Software Solution.  

Functional areas of the Software Solution: 

 
 

 

 

Chart 3 – Overview of the processes and corresponding software requirement areas 

• It is expected that the Software Solution will cover the following capabilities: 

a. Data connectivity – allows for connection to internal data sources of NBM as 

well as external data sources, which are in various formats and supports various 

connection types. 

b. Detection and analytical module – allows for searching within the data sources, 

building, maintaining and executing search terms, provides the scoring model that 

would consist of the detection rules and alerts generation algorithms, monitors 

data source changes and takes the local language specifics into account; provides 

the user with the reasons why a particular alert was created, gives tools and 

visualizations that allow further analysis of the underlying data; 

c. Case management – enables the managing of the workflow related to the 

investigation and inspection process, manages alerts and cases, supports the 

investigation steps and onsite inspection checks, gives multiple cooperation 

options for the users/groups of users, allows automation of the reviews but still 

supports the ad-hoc manual or scheduled opening of cases;   

d. Reporting – allows for the creation of standard and tailored reports that present 

data, investigation and inspection results, detection and operational effectiveness 

on different levels of sophistication for different types of beneficiaries; 

e. Administration – provides options to manage different types of users, granting 

them appropriate rights and permission to access the system; to configure different 

1. Data 
connectivity

2. Detection and analytical 
module

3. Case 
management 

4. Reporting

5. Administration 
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working parameters of the solution, to monitor different events related to the 

solution’s maintainability, to audit all the security events etc. 

• The two processes at the Shareholders Transparency Unit and AML Division have similar 

requirements in the documentation and reporting areas as well using the same data sources 

for the analysis. The main difference is in the analytical part e.g. different modus operandi 

observed by the Shareholders Transparency Unit and AML Division require different 

detection scenarios and rules. 

Chart 4: Business Processes for Shareholders Transparency Unit and AML Division 

 

5. Description of the main data sources  

5.1 For your reference, the Software Solution should be integrated at least with the following 

existent data sources: 

 

Table 1: Data sources 

 

Data providing 

Application 

Description of data flow Type of interface 

SAPI – Automated 

Interbanking Payment 

System  

Provides the financial messages for domestic 

payments in MDL 

Structured 

data/Exported XML 

Files 

SwiftFinInform Provides a copy of all SWIFT messages 

MT103 and MT202 

Structured 

data/Exported XML 

Files or Oracle 

Database connection 

Credit Risk 

Management System 

Provides the following data: 

a. Loan portfolio data 

b. List of affiliated persons 

Structured data/ 

Exported XML Files 

or Oracle Database 

Licensing and 

authorizations CRM 

system 

Provides the following data: 

a. Requests for authorizations, 

notifications for transactions 

b. Information about the bank’s 

shareholders 

Structured data/ To be 

determined (To be 

application) 

1. Process 
initiation

2. 
Investigati

on

3.Documentati
on

4.Metrics 
and 

Reporting

1. Process 
initiation

2. 
Inspection

3.Documentati
on

4.Metrics 
and 

Reporting

Business process for 

Shareholders 

Transparency unit: 

 

Business process for  

AML Division: 
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Data providing 

Application 

Description of data flow Type of interface 

c. Information about bank’s 

administrators 

SIRBNM Provides cash transactions performed by 

banks in amount larger than 50 thousands 

MDL 

Structured 

data/Exported XML 

Files 

Data file Register of all accounts and accounts 

holders. 

Structured 

data/Exported XML 

Files 

SIRBNM Report on purchase and sale operations of 

foreign currency performed by licensed 

banks 

 

Structured 

data/Exported XML 

Files 

Mconnect Information regarding the incomes, paid 

taxes by person ID 

Web service inquire 

Shareholder 

Transparency and off-

site analysis of 

AML/FT 

Information of potential existence of risk 

related to banks or their administrators. 

Structured data 

Data file List of designated persons (EU, OFAC, UN) Structured data/Excel 

or CSV Files 

Data file List of PEP and list of other high risk 

identified persons (i.e. acting in concern 

persons, etc.) 

Structured data/Excel 

or CSV Files 

Data file List of detailed transactions with banks 

shares (date, broker, seller, buyer, amount, 

etc) 

Structured data/Excel 

or CSV Files 

Data file Letters with detailed information requested 

from shareholders or from other state 

institutions (CV, criminal record, previous 

working place, tax declaration, etc.) 

Unstructured data 

(OCR-pdf) 

Data file List of registered legal entities of Moldova  

with it address, date of incorporation, 

manager, etc. 

Structured data/Excel 

or CSV Files 

ActiveDirectory Provides user directory services for 

managing access to business applications. 

LDAP/SAML 

protocol 

Open sources Provide information from adverse media, 

company registered, social media, etc. 

Unstructured data  

  

6. Information related to licensing requirements  

6.1 For a better understanding of the licensing needs, please consider the following facts: 
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a. It is expected a total number of 15 users for shareholders transparency: from which 

at least 5 analysts and up to 10 different users with access to reports, search and 

data visualization. 

b. For AML it is expected to have a total number of 15 users: from which at least 5 

analysts and up to 10 different users with access to reports, search and data 

visualization.  

c. 2 users with administrative privileges for solution and user management and 

solution customization. 
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D. QUESTION LIST FOR THE VENDOR  

• Considering the information provided, IDG request that the interested vendors please 

answer the following questions and topics in their response to the RFI:  

Table 2: Questions for Vendors 

 

Topics Questions 

Vendor 

background 

1. Please describe your company profile, experience and project portfolio. 

2. Please provide and describe some reference projects similar to this 

implementation area. 

3. Please describe the background and qualifications of your consultants 

and experts including experience, certifications and training. 

4. Would your company be available for a demonstration session 

organized with the NBM project team? What would be the main 

conditions required for this purpose? 

Software 

Solution 

1. Please provide an overview of the proposed software solution including 

a short description of all the functional features. 

2. Please provide an overview of the Technologies and innovations built-

in the proposed solution (e.g. Big Data, Machine Learning, Artificial 

Intelligence etc.) 

3. Please provide an architectural overview of the proposed solutions (e.g. 

architectural layers, main architectural artifacts etc.) 

4. Please provide presentation of core functionalities (e.g. rule definition, 

network analysis, process and workflow management, data source 

integration, interoperability, security management, reporting 

management etc.) 

5. Please describe the flexibility and maintainability features of the 

software solution (e.g. reference data, data sources transformation and 

integration, customization of user interfaces, report customization etc.) 

6. Please provide an overview of the reports and dashboards information 

of the proposed solutions (current state and historical views, with 

monthly/quarterly/yearly statistics and trends, for instance: total values 

of domestic and international transactions, distribution per 

jurisdictions, etc.) 
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Topics Questions 

Project and 

implementation 

approach 

1. Please describe those characteristics that are common in successful 

implementations in similar projects. 

2. Please describe those characteristics that are common in unsuccessful 

implementations in similar projects. 

3. What roles would normally fall outside your responsibility in such kind 

of projects? 

4. Describe your approach for the project risk management, in similar 

projects, with high complexity and heterogeneous data sources to be 

integrated? 

5. Please describe any risk analysis or risk prevention performed by your 

consultants in similar projects. 

6. Please describe your implementation methodology. Please separate the 

methodology into phases. Identify and explain all major elements or 

tasks of each phase. Provide typical elapsed time for each element or 

phase. Please discuss the outcomes or deliverables for each phase? 

7. Please describe those tasks or responsibilities where your consultants 

assume accountability and ownership. 

8. Please describe those tasks or responsibilities where NBM should 

assume accountability and ownership. 

9. How and when is end-user training performed?  (please describe the 

on-site training curriculum in detail) 

10. How many consultants do you anticipate working the implementation 

of this solutions?  What are their specific roles? 

11. How many NBM personnel should be dedicated to this project? What 

should be their specific roles? 

Project cost 

factors 

1. What would be a high-level time and cost estimate for an 

implementation of such kind of software solution. Please describe the 

variables that affect the time and costs associated with such an 

implementation. 

2. What are the typical man hours rates in such kind of projects? 

Licensing 1. Please describe the applicable licensing models for the software 

solution. Please provide a break-down of the proposed licensing model 
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Topics Questions 

(e.g. by modules, by user/group of users/server/processor – as 

applicable). 

2. If applicable, please provide additional information about the 

complementary licenses needed to run the software solution. 

Maintenance 

and Support 

1. Please provide us an overview of the maintenance and support 

agreement and applicable conditions. 

2. Please describe what are the typical SLA’s applicable for the 

maintenance and support services. 

 

RFI Process and Response Format 

This RFI is issued to seek initial vendor input through a written response. Please submit your 

responses in a Word document or PDF. Please submit the budget information in an Excel file 

accompanied by a short budget narrative. Once the responses have been received, IDG and NBM 

may request that some of the vendors present their solution via phone. The invitation does not 

indicate that IDG is engaged in a pre-selection process.  


